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Course Description

The Cisco ASA 5500 Series Adaptive
Security Appliance delivers converged
firewall, IPS, network antivirus, and VPN
services. As a key component of the
Cisco Self-Defending Network, it provides
proactive threat mitigation that stops
attacks before they spread, controls
network activity and application traffic,
and delivers flexible VPN connectivity.

This task-oriented course teaches the
knowledge and skills needed to configure,
maintain, and operate Cisco ASA 5500
Series Adaptive Security Appliances.

Who Should Attend

This course is designed for anyone
tasked with implementing or maintaining a
secure network using Cisco ASA firewalls.
Candidates seeking the Cisco CCSP
security certification must also take this
course.

Recommended Prerequisites

= CCNA certification or equivalent
knowledge

= Basic knowledge of the Windows
operating system

= Securing Cisco Network Devices
(SND)

Related Courses

= Securing Cisco Network Devices
(SND)

SNAF

Learning Objectives

After completing this course, you will be able

to:

= |dentify the Cisco ASA and PIX security
appliance models

= Explain the Cisco ASA security appliance
licensing options

= Configure the security appliance for basic
network connectivity

= Configure NAT

= Configure ACLs and content filtering

= Configure object grouping

= Configure switching and routing
functionality

= Define, configure, and monitor AAA

= Configure a modular policy

= Configure advanced protocol handling

= Configure Threat Detection

= Configure Site-to-Site VPNs

= Configure Remote-Access VPNs

= Configure SSL VPNs

= Configure Transparent Firewall Mode

= Configure the security appliance to support
multiple contexts

= Configure failover

= Secure and upgrade system access
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Lesson 1: Introducing Cisco Security
Appliance Technology and Features
Firewalls

Security Appliance Essentials

Lesson 2: Introducing the Cisco ASA and
PIX Security Appliance Families

Models and Features of Cisco Security
Appliances

Cisco ASA Security Appliance Licensing

Lesson 3: Getting Started with Cisco
Security Appliances

User Interface

File Management

Security Appliance Security Levels

Cisco ASDM Essentials and Operating
Requirements

Preparing to Use Cisco ASDM

Navigating Cisco ASDM Windows

Lab: Prepare to Use Cisco ASDM to
Configure the Security Appliance

Lesson 4: Configuring a Security
Appliance

Basic Security Appliance Configuration
Examining Security Appliance Status
Time Setting and NTP Support

Syslog Configuration

Lab: Configure the Security Appliance
with Cisco ASDM

Lesson 5: Configuring Translations and
Connection Limits

Transport Protocols

Understanding NAT

Understanding PAT

Static Translations

TCP SYN Cookies and Connection Limits
Connections and Translations

Lab: Configure Translations

Lesson 6: Using ACLs and Content
Filtering

ACL Configuration

Malicious Active Code Filtering

URL Filtering

Packet Tracer

Lab: Configure ACLs

Lesson 7: Configuring Object Grouping
Essentials of Object Grouping
Configuring and Using Object Groups

Lab: Configure Object Groups

Lesson 8: Switching and Routing on
Cisco Security Appliances

VLAN Capabilities

Static Routing

Dynamic Routing

Lesson 9: Configuring AAA for Cut-
Through Proxy

Introduction to AAA

Configuring the Local User Database
Installation of Cisco Secure ACS for Windows
2000

Cut-Through Proxy Authentication Configuration
Authentication Prompts and Timeouts
Authorization Configuration

Accounting Configuration

Lab: Configure AAA on the Security
Appliance Using Cisco Secure ACS for
Windows

Lesson 10: Configuring the Cisco
Modular Policy Framework

Modular Policy Framework Overview

Class Map Overview

Policy Map Overview

Configuring Modular Policies with Cisco ASDM
Configuring a Policy for Management Traffic
Displaying Modular Policy Framework
Components
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Lesson 11: Configuring Advanced
Protocol Handling

Advanced Protocol Handling

Protocol Application Inspection
Multimedia Support

Lab: Configure Advanced Protocol
Inspection on the Security Appliance

Lesson 12: Configuring Threat Detection
Threat Detection Overview

Basic Threat Detection

Scanning Threat Detection

Configuring and Viewing Threat Detection
Statistics

Lab: Configure Threat Detection on the
Security Appliance

Lesson 13: Configuring Site-to-Site VPNs
Using Pre-Shared Keys

Secure VPNs

How IPsec Works

Preparing to Configure an IPsec VPN
Configuring a Site-to-Site VPN Using Pre-Shared
Keys

Modifying the Site-to-Site VPN Configuration
Test and Verify VPN Configuration

Lab: Configure Security Appliance Site-to-
Site VPN

Lesson 14: Configuring Security Appliance
Remote-Access VPNs

Introduction to Cisco Easy VPN

Overview of Cisco VPN Client

Configuring Remote-Access VPNs

Configuring Users and Groups

Lab: Configure a Secure VPN Using IPsec
Between a Security Appliance and a Cisco
VPN Client

Lesson 15: Configuring the Cisco ASA
Security Appliance for SSL VPN

SSL VPN Overview

Using the SSL VPN Wizard to Configure
Clientless SSL VPN

Verifying Clientless SSL VPN Operations

Lab: Configure the Security Appliance to
Provide Secure Clientless SSL VPN
Connectivity

Lesson 16: Configuring Transparent
Firewall Mode

Transparent Firewall Mode Overview
Traversing a Security Appliance in Transparent
Mode

Configuring Transparent Firewall Mode
Monitoring and Maintaining Transparent Firewall
Mode

Lab: Configure Security Appliance
Transparent Firewall

Lesson 17: Configuring Security
Contexts

Security Context Overview

Enabling Multiple Context Mode
Configuring Security Contexts
Managing Security Contexts

Lesson 18: Configuring Failover
Understanding Failover

Configuring Redundant Interfaces
Active/Standby LAN-Based Failover
Configuration

Active/Active Failover Configuration
Remote Command Execution

Lab: Configure LAN-Based
Active/Standby Failover

Lab: Configure LAN-Based Active/Active
Failover

Lesson 19: Managing the Security
Appliance

Managing System Access
Configuring Command Authorization
Managing Configurations

Managing Images and Activation Keys

Lab: Manage the Security Appliance




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /FlateEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


